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CoBIT Knowledge

- First exposure?

- General understanding?
- Strong knowledge of CoBIT framework?

Current Users of CoBIT

- Incorporated Into Audit Process?

- Adopted by IT Management?
- Users of a framework other than CoB1T?
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i AGENDA

OVERNANCE,
and AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Overview of COBIT® Components

Integrating COBIT® Domains into IT Audit Planning & Scope Development
- Audit Universe Considerations
- Ensuring Consistent Coverage
- Integrating Relevant Industry Standards, Guidelines, and Best Practices
- Organizational IT Policy, Standard, Guideline, and Procedure Considerations

Integrating COBIT® into the IT Audit Lifecycle

Using COBIT® to Establish IT Risk & Control Measurement

Resources & Wrap-up
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Py CoBIT® - Background

“Generally applicable and accepted international standard
of good practice for IT control”

ontrol
jectives
for Information
and Related Technology

“An authoritative, up-to-date, international set of generally
accepted Information Technology Control Objectives for
day-to-day use by business managers and auditors.”
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H COBIT’s Scope & Objectives

= COBIT® 4.0 was developed and by the IT Governance Institute
(www.itgi.org) and was released in December, 2005.

= COBIT® has evolved into an IT governance / control framework:

o A toolkit of “best practices” for IT control representing the
consensus of experts

o IT Governance focus

Linkage with business requirements (bridges the gap between control
requirements, technical issues, and business risks).

Management — process owner — orientation (accountability)
Measurement and maturity driven
Generic focus — applicable to multiple environments

Organizes IT activities into a generally accepted process model (in
alignment with ITIL, ISO, and other relevant ‘best practices’)

Identifies the major IT resources to be leveraged
Defines control objectives and associated assurance guidelines

O

O O O O

O

O
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CoBIT® As A Framework

** Enables the to review specific I'T processes against
COBIT’s Control Objectives to determine where controls are
sufficient or advise management where processes need to be
improved.

** Helps answer questions - “Is what I’'m doing
adequate and 1n line with best practices? If not, what should I be
doing and where should I focus my efforts?”

** COBIT?® is a framework and is NOT exhaustive or definitive.
The scope and breadth of a COBIT® implementation varies from
organization to organization.

** COBIT® prescribes “what” best practices should be in place. An
effective implementation requires that COBIT® be supplemented
with other sources of best practice that prescribe the “how” for IT
governance and controlled process execution.
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0318 Hierarchy of CoB1IT® Components

GOVERNANCE, CONTROL

eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Board Briefing on

Practices IT Governance, 2" Edition
Responsibilities

Executive and Boards \

= Performance measures ] ] =
= e Management Guidelines
= L “How You
Measure Your
Business and Technology Management \ Performance ...”
What is the IT How to assess the IT How to implement it
control framework? control framework? in the enterprise?

Governance, Assurance, Control and Security Professionals

“The Method Is...”¢ “How You Audit...”¢ L “How You Implement...”

IT Governance
Implementation Guide

Cos!T Frammework™ IT Assurance Guide

“Minimum Controls Are...”’

T Control Objectives -
for Sarbanes-0Oxley L0l cllioRalar

Control Objectives™

CosiT

Control Practices Security Baseline

* Now integrated into CoBIT 4.0
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QI8 Relationship of CoBIT® Components

eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Business

requirements i T information
IT

Processes

Control
Objectives

Activity Audit Control
Goals Guidelines Practices

q

L =

Ky :
Key Goal Maturity
Pm&%&g?ge Ind?r::atn rs Models
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| CoBIT® Structure
el Overview

AJL)

¢ Starts from the premise that IT needs to
deliver the information that the enterprise
needs to achieve its objectives

®Promotes process focus and process
ownership

¢ Divides IT into 34 processes belonging to
four domains (providing a high level control
objective for each process)

¢ Looks at fiduciary, quality and security needs
of enterprises, providing seven information
criteria that can be used to generically define
what the business requires from I'T

¢ Is supported by a set of over 200 detailed
control objectives

IT Domains

#Plan & Organize

¢ Acquire & Implement
¢ Deliver & Support

4 Monitor & Evaluate

Information Criteria

¢ Effectiveness
¢ Efficiency

¢ Availability

¢ Integrity

¢ Confidentiality
¢ Reliability

¢ Compliance

Business Requirements
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el CoBIT® Structure
sircanl Aligning Requirements, Processes, Resources & Activities

and RELATED TECHNOLOGY]|

Business
Requirements
IT Domains Natural grouping of
Processes IT processes, often matching
Resources an Organlz.at.l(.)nal domain
of responsibility.
Information Criteria Processes A s.elzie.zs ofjoined
B 3 o~ - activities with natural
G\),a\\\“ ()\%\)“‘ (control) breaks.
A Dom@ I
()] . .
(<)) E E mgwm . .
& . ACtIVItleS Actions needed to achieve
§ Procesifz a measurable result.
a l o Activities have a life-cycle
= whereas tasks are

Activitieﬂ—o—q

R}

o discreet.
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CoBIT® Structure IT Domains
R Example e Plan & Organize

and AUDIT for INFORMATION

and RELATED TECHNOLOGY]| L Acquire & Implement
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BUSINESS QBJECTIVES

* Monitor & Evaluate
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Eankariand sakists i arral.
WET Ersnrs reguiaiony complan s
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IT Processes
e ———— e Change Management
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__________________________________________________________________________________________________________________________________

Plan & Organize

PO 1  Define a Strategic IT Plan
. PO2  Define the Information Architecture
“. PO3  Determine Technological Direction :
PO 4  Define the IT Processes, Organization, & Relationships
- PO5  Manage the IT Investment !
PO 6  Communicate Management Aims and Direction
. PO7  Manage IT Human Resources
. PO8  Manage Quality
- PO9  Assess & Manage IT Risks
. PO 10 Manage Projects

__________________________________________________________________________________________________________________________________
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Acquire & Implement

All Identify Automated Solutions

Al2 Acquire and Maintain Application Software
Al3 Acquire and Maintain Technology Infrastructure
Al 4 Enable Operation and Use

AlS Procure I'T Resources

Al 6  Manage Changes

Al7 Install and Accredit Solutions and Changes

____________________________________________________________________________________________________________________________
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Deliver & Support

DS 1
DS 2
DS 3
DS 4
DS 5
DS 6
DS 7
DS 8
DS 9
DS 10
DS 11
DS 12
DS 13

Define and Manage Service Levels
Manage Third-Party Services
Manage Performance and Capacity
Ensure Continuous Service

Ensure Systems Security

Identify and Allocate Costs
Educate and Train Users

Manage Service Desk and Incidents
Manage the Configuration

Manage Problems

Manage Data

Manage the Physical Environment
Manage Operations

April 20, 2006
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SOI8 CoBIT® High-Level Processes / Objectives

eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Monitor & Evaluate

M 1 Monitor and Evaluate IT Performance

M 2 Monitor and Evaluate Internal Control
M 3 Ensure Regulatory Compliance
M 4 Provide IT Governance
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il Linking The Processes To Control Objectives
oy (34 High-level and 200+ Detailed Objectives)

and RELATED TECHNOLOGY]|

CoBIrT’s Waterfall and Navigation Aids

Linking Process, Resource & Criteria

Plan &
Organize
Information

Criteria S R . ‘ 2 : X . ﬁ Achire&

Deliver & Process
Support Domains

Monitor &
Evaluate

The control of

IT Process

that satisfies
b Business Requirements
by focusing on
IT Goals
is achieved by
h Key Controls | O
is measured by & @0“9\03\ A IT
K

RESOURCE
MMMMMMMMMM
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GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY]|

Deliver and Support
Ensure Systams Sacurity

HIGH-LEVEL CONTROL OQRIECTIVE

DS5 Ensure Systems Security
The nesd o maintmin the insgnty of information and protect TT msssts raquires & securily mansgement process. This process

alsx includss pedorming ssourity monitoring ond pericdic testing and implensenting corrs dive achions foridentifisd ssoanty
weaknesses or incidents. Effective seaunity nanagernent protects all IT assets to minimise the business impact of secunty
wlnembilities ond incidents.

Control over the IT process of

Ermsure systems sequrity
that satisfles the businsss requiremant for IT of

mainbsining the integrity of information and precessing infmstructurs snd minimisng the impact of
seourity wulnembilities ond incidents

by fecusing on

defining I'T seurity policies. progedures and sandards. snd monitonng detecling reporling
and resclving ssourity volnerabilities and incidents

Is achlevad by

= Undertanding secunty requirements, vulnembilities ond threats
= Managing vser identiti=s and autharisations in a sandindissd manner
= Testing s=ourity regularly

and ls measured by
+ Number of incidents dymaging reputation with the public

+ Mumber of systems where sequrily requirsimenls are not met
= Number of violations in ssgregation of duties

includes sstsblishing and mainisining IT ssourity roles and respornesibi lties, policies. sandards and procedures. Sscurity managsment

Process
Description

I'T Domains &
Information Indicators

<@ Key Metrics

I IT Governance &
IT Resource Indicators

April 20, 2006
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ol8 Example of CoBIT® 4.0 - DS5 (page 2)

and R[i[.AT‘ED'I;I-.(‘I INOLOGY

Deliver and Support

Enaure Systems Secusily

DETAILED COoMTROL CYBIECTIVES
[SE Ensure Systams Securlty

DES] Monngement of IT Sseariny
Bdanngs [T securky al the highest approprizls organisational ke, 5o (he MInagemenl of seounty aclions i in 1ne with
DL TS e P,

DE5Z 1T Securlcy Flan

Tran:Hate bisiress Information requiremenis, [T configundon, infonmation rik action plans and information ssurly culiues Ik an
oruerall [T security plan The plan is implemenied in wemrky policles and procedirss iogeiher wih appropriak iressimenis n
services, personned, softwars and handware. Sexurly policke: and procedines ane ¢ omminicaied to sakehoklers and users.

s Identing Mansgem ot

A1 users {Ipernal, exizmal and emporary) and ther aciiily on 1T sysisms (busness application, @y sem operation, development
and mainienanoes) thoukd b migquety idemfiable. Cer oo oess righis bo sysisme and daia should be in diee with deflned and
doumented bushess reeds and job Tequitsmenis. Cier o0 oess rlghis ars requesed by (e Mangemel, spproved by syism ownsr
and mplkmenizd by the secWEy-regporsible person. User |dentilies and aocess rights are mainansd in @ cenimal eposkory
Cost-eiTect e dechnical and procs dural measorss ars d=ploped and kepi correni io establich eer identfioation, implemend
auffentcalion and enforce sco=ss righis

DESA User account Maonoge meni Detailed

Ersurs That raquesiing, ssnblishing, tsong srpending, mediying and closng ussr acoounis aed relabed user privilepes ans
aeddre ssed by weeT @00 ounil management. An approsl procesdors aullining the dabs of sy sem oansr graniing the scoess privikegss
should be ncluded. Thess procsdurs: should apply for all users, noduding adminigraiors {privilzged wers), nizmal and exi=zmal

users, f50 onml and SmerEency cises. Riehis and obligitions neative b 1ooeis 10 eflisrprite syaiems amd infonmadon e ‘ Ol ltrOI
pontraciually arangsd Tor all 1ypss of ussrs. Ferform regular managemesnt review of all aoooonis and reated privilspes.

eSS Securley Testlng, Survelllinoe and Monlioring . .
Ersurs fhat [T sa:ull:.-lmpdﬂ'nerl:.l:lcm iz dz=sizd and monlorsd proactively. [T seouriy should be pesc aredilied pericdically o ensors Ob

the approved securky lrvel I maniained A Kgaing wnd moniorng Tncion snables. The sarly d=i=cdion of winsual of sboormal JeC lves
actieities thal msy reed (o b= addrested . Acosss o the loggng nionmaiion s 0 lire wih busness equiremenis nisms of sooess

righis and rei=ntion requiremenis.

D56 Sacuricy Incldes | Delnickan

Ersurs ihat the dhancterisics of polential securniey incidenis are clzady defined and commmicaied so s=oariiy inckdenis can be
Property tresbed by The Doldent of problem Munsgsmsnt procsss Charcterisic: nclds o descripdon of ahal & corsidersd a
securby Ncldent and s impact kevel A Hmied mimber of Impact levels ops deflnsd and for =ach the speciflo potions recuirsd and
the pecpie who newd o be nolifked ars ddeniified.

DEST Projection of Secarity Techaology
Ersurs ihat imponzni sscoriiy-relaied iechnology is mads resistant io tanpering and securiiy doecomentation & nol disclosed
unnecessanly, Le, iikseps o low profile. Howsver, do not make secunty of sysems rellant on secescy of sscunty specifloatore.

DESE Cryplosraphles Key Managomont

Determine thal policies and procedorss are in plice o organise the generation, change, nevocation, destniction, disiibuiion,
ceTlificalion, Mong:, enry use ard archiving of ayplegrphic k2ys o msum Wi proection of key: agalnst modilication s
uresibeor e O sl ceure,

DESS Mallclous Soflware Prevention. Detectlon and Correctlon

Ereurs That preventdve, deiscdve and corrotve MEssnrss are in place (sspecially up-to-dsls serorky palches and vins conrcT)
T s The ongansaton 1o prole ol information #ysems and 2 dnology oM mafwine (VICILes, Worlls, Spywane, spamn, intermally
developed rauduknl softwars, =ic.

DE510 MNelwork Ssourlly
Ersurs That sscuniny techniques and reabed IS rag=ment procsdure: &g, frewalls, iearey appllancss, neiwork sepmenttion sred
Intrusion detecdon) are used 10 aihor e aooess and comrol Indormaticn Tows. from ard 1o neorks.

D=1 Exchisge of Scaslvhve Dam
Ersurs sersiiive ransaction daly ane exchangsd onky over 3 tnsted pah of mediom with conirols o prosids aphenticky of ©onlent
proct of submisHon, proof of recelpd and nen-repudlation of origin.
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08 CoB1IT® Management Guidelines

and AUDIT for INFORMATION
and RELATED TECHNOLOGY]|

CoBIT 3" Edition added a Management and
Governance layer, providing management with a
toolbox containing...

» A maturity model to assist in benchmarking and decision-making for
control over IT

» A list of critical success factors (CSF) that provides succinct non-
technical best practices for each IT process

» Generic and action oriented performance measurement elements (key
performance indicators [KPI] and key goal indicators [KGI] - outcome
measures and performance drivers for all I'T processes)

Purpose...
* IT Control profiling — what is important?

* Awareness — where is the risk?
* Benchmarking - what do others do?
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CoBIT® Maturity Model

A ®
GOVERNANCE, CONTROL
eand AUDIT for INFORMATION]

and RELATED TECHNOLOGY]|

Maturity Model: Method of scoring the maturity of IT processes...

GAP Analysis
A (Current Vs. Goal)

~
Non-existent Initial Repeatable Defined Managed  Optimised
I I T T

LEGEND FOR SYMBOLS USED LEGEND FOR RANKINGS USED
Enterprise current status 0—Management processes are not applied at all.
. Indust 1—Processes are ad hoc and disorganised.
Lot U O L 2—Processes follow a regular pattern.
Enterprise target 3—pProcesses are documented and communicated.

4—Processes are monitored and measured.
5—Good practices are followed and automated.
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vl Metrics as CSF, KPI, & KGI

. IT Resources
Critical Success Factors

(CSF) —

What are the most important things
to do to increase the probability of
success of the process?

o
=

(SF

=Sl
="
|| &
<

Key Performance Indicators
(KPI)

Measure how well a process 1s
performing. ' v
KGl

Key Goal Indicators
(KGI)

Measure whether a process
achieved its business requirements.
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I8 Measuring Success — Example of CoBIT® DSS

{
GOVERNANCE, CONTROL
Define goals.

and AUDIT for INFORMATION
and RELATED TECHNOLOGY]|

Activity Process IT Business
Goal Goal Goal Goal
Lnderstand Detect and resolve Ensure IT Maintain
Security unauthorised sanvices can enterprise
requirgments, access 1o resist and reputation and
vulmerabilities f information, recover from leadership.
and threats. | applications and attacks.
( infrastructure. f
= | '
s " | i ||? =
E is measured by | g is measured by | g is measured by | g is measured by E
= Frequency of || Mumber of [ Mumber of Number of E
oy review of the { access violations actual IT incidents -
"=,=. type of security / / incidents with causing public =
3 events to be business impact embarrassmant o
s monitored —
= =
o =
S =
KPI
KPI1 Process Metric KGI

Drive performance.
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®
GOVERNANCE, CONTROL
eand AUDIT for INFORMATION]

and RELATED TECHNOLOGY

Deliver and Support :
SIS Sysiams =8 i =

M ANAGEMENT GUIDELIMES

D56 Ensure Systems Securlty

Process
Relationships

RACI Chart

|]|] (Major activities and
Col e associated responsibilities)

nuh.-d._.....nm.._,sn
Dt awakheh a1cl ]
e o 1 ..dmu.w-.m.u

h-h-h-
= |
n

=

i1 g med

Enﬂ udr\-'-np-ﬁi\.- Em.\d ﬁ;-ir\g rp-_!'ql: am A A [ |
ol ordd e

l-o--mu s AlCfjc |8 |&

Corad uct: ruggim 1 = ok * L] 1 [3 A

Ll L] > i’ e brfarml
Gecind w mred e briom
EECTE s
* Urstier gus i g scuarity req Eirermeni, o critcal asd + Eramms criticsl sl coa Aideatial

et B ren o dawm d.ln-cl:yl:l.ﬂur-dm Efcrmaron i w ebdaid oo o whea

| == S

<:|]|] IT Goals &
Performance Metrics

iz
| i
+ o af snmderived IF addream, porme arad * T of umen whe do ot corgply with *TEee o oraml CRam Ee And FIvEc e Moo |
oMt P derded III prarecnd gasdardy II Frrlqlf L
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08 Example of CoBIT® 4.0 - DS5 (page 4)

and AU i)l'l Jor INFORMATION]|
and RELATED TECHNOLOGY

Deliver and Support

Ensure Systems Security

MaTURITY MODEL
D55 Ensure Systems Security

Management of the process of Enswre systems secardfy that satisfies the business requirements far I'T of suinfnindng oee
imtegrity af infermaton and processing infrasoracture and minimising ove dwpact of secarity valn eradilides and incidenis is

0 Nemexistent when

The arganization does not recognise the need for IT sacurity. Resporsi bilities and accountabilities are not assignad for emsuring
security, Measures supparting the management of 1T security are ot implementad. There is no IT security reporting and no
responss process for 1T security breaches. There is a complete lack of a recognizable system sacurity administration process,

1 Initial /Ad Haoe when
The organization recognises the need for IT security. Awarensss of the nead fior security depends primarily on the individual. IT

security is addressed on areactive basis. IT security is not messared. Detacted 1T security breaches invoke Finger-pointing P
responsss, because msponsibilities are unclear Responsas to 1T seournity breaches are unpredictable. roces S

2 Repeatable but Intuitive when

Responsibilites and accountabilities for IT sacurity are assigned to an [T security co-ordinator, althouzh the maragament authority
af the co-ominator is limited. Awarensss of the nesd for sscurity i fragmentad and limitad. Although seoan be-relevant information
is producad by systems. it is not analy=ed. Services from third parties may not address the specific sacurity needs of the
organisation. Security policies are baing developed but skills and teols are inadequate. IT security reporting is incomplate,
misleading or not pertinent. Security waining is available but is undertaken primarily at the initiative of the individual. IT securnity is
=ean primarily g2 the esponsibility and domain of 1T and the business does not ses that IT security i within its domain,

i Specific
Maturity

Security awarensss exists and is promoted by management. 1T security procadures are defined and aligned with 1T security policy. Model
Respongibilites For 1T security are sssigned and understood, but not consistenty enforced. An IT security plan and seaurity

=olutions exist o= driven by fisk amalysis. Reporting on security does not contain a chear hisiness focus, 4d koo secunity testing (e.g..
intrusion testing ) is performed. Sacurity taining is available for I'T and the business bt is only infammally scheduled and managsd.

1

4 Managed and Measurable when

Responsibiliies for I'T security are clearly sssigned, managed and enfarced. IT security sk and impact anabysis is consistently
performed. Security policies and practices are comp ketad with specific securnity beseline=s. Exposure ta methods for promating
security awareness is mandatory, User identification. anthentication and autharisation are standardized. Security centification is
pursued for staff who are esponsible for the audit and management of security. Sacurity testing is done vsing standard and
formalizad processes leading to improvements of security levels, 1T security processes are co-ordinated with an overall argan isation
sacurity fimcton. IT security meporting is linked to business objedtives. 1T security raining i= conductad in both the business and IT.
IT security training is planned and maragad in a manner tat esponds o business neads and defined security risk profiles. KGls
and KPls for security maragament have been defined buat are not yet measured.

5 Optimised when

IT sacurity i= a joint esponsibility of business and [T management and is integratad with corpomate secarity business objectives. [T
security requirements are clearly defined, optimized and included in an approved security plan. Users and customens are increasingly
aceountable for defining security requiements, and sacurity functoms are integrated with applications at the design stage. Seourity
incidents are prompthy sddressed with formalisad incident esponse procedures supportad by automatad toals, Pericdic security
assessments are conducted to evaluate the effectiveness of implementation of the security plan. Information on threats and
vulnerabilities is systematically collectad and anabysed. Adequate controls to mitigate fsks are promptly communicatsd and
impleamented. Sacurity testing, root canss analysis of security incidents and proactive identification of risk ae sed for continucus
process improvemeants. Sacunty processes and technologies are integratad organisationwide. K.Gls and K PIs for security
maragemant are oollected and communicated. Management wses KiG1s and KPIs to adjust the security planin a continuous
improvement process,
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Summing It All Up

servisl Business Goals Drive IT Goals

and RELATED TECHNOLOGY

AJL)

Business Goals
Governance Drivers

Business Outcomes

L

Applications
Information
Infrastructure

20

Eim—
—

IT Processes

I EEE:

IT Goals .

- |

¢

- —
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\WOEIE Integration Overview

and AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Map COBIT to the Technology Audit Universe

Ensure Consistent Audit Coverage By Establishing IT
Audit Focal Points

Map COBIT to Relevant Regulatory, Industry, and
Technology Specific Standards / Guidelines /Best Practice
and the Organization’s IT Policies, Standards, Guidelines,
and Procedures

11y

Integrate COBIT Into the IT Audit Lifecycle
3% Map COBIT to the Annual and Rotational Audit Plans

Develop Work Programs (Supplement Existing Work
Programs With COBIT Audit Guidelines)

3¢ Joint Risk Self-Assessments
3¢ Analyze, Document, Validate Results
3% Report To Management

!

Use COBIT To Establish IT Risk & Control Measurement
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; i SACA ®
© Serving IT Governance Professionals

-

Mapping COBIT® to the
Technology Audit Universe




98 Drilling Down to the Technology Infrastructure
Business

Business
Cycles

:| Applications

_Hnd_g_'_s__t_gnd / Asses Risk

Operating
System /
Platform
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weens Understanding the Technology Infrastructure

and RELATED TECHNOLOGY

External Risks Internal Risks
Vulnerability to Hackers Unauthorized Access by Internal Users (employees or contractors)

— |

Distributed Systems
UNIX & Windows

Firewalls Databases |

& Applications

NEIET

Firewalls /
Secure :
Routing .

3rd Parties

Remote LANS

2 2

- — —— — — Monitoring, Intrusion Detection & Anti-Virus Systems = —— — — .
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woil Jdentifying Relevant Technology “Layers”

and AUDIT for INFORMATION
and RELATED TECHNOLOGY]|

INFORMATION TECHNOLOGY POLICIES & STANDARDS

! ! ! -
l IT Procedures (document how to implement security standards / requirements) || Administration
/I\ | Administration Tools || & Management
!
S ! !
= : o
< Distributed Applications Mainframe Applications | Application
8 I | Controls
1 |
ST l
Q1 [
(() 11l Distributed Databases | | Mainframe Databases | | Database
QS)\ I Oracle DB2 Sybase | |SQL/Server DB2 Datacom : Controls
1v) I A A ]
] i
@ |
Q | | Distributed Servers | 1 Mainframes I I Platform
o~
"\S' I || Windows NT /2000 / XP UNIX MVS (0S/390), TopSecret, RACF : Controls
|
...... = :
Y} I L]
Lo |
\% I Firewall Components (Routers, Bastion Hosts & Firewall Applications) : Network
1
: Other Network Components I Controls
1 i

————————————— Monitoring & Incident Response = = = = == == == = = = = = =—
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08 Understanding the IT Governance Framework

GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY]|

IT Governance

Standards IT Risk Management Oversight IT & Business Alignment
Regulatory & Legal

Evolving Technology

Industry Trends IT Strategy & Planning
IT Planning Strategic Sourcing IT Organization Budget & Control

Program Management
Change Management Project Management Quality Assurance Portfolio Management

Technology Management Operations Applications Support

* Technology Planning * Data Center Operations * Development * Vendors / 3" Party
# Architecture Design * Storage Management - Testing * Help Desk
* Vendor / Product Selection * Data Management - Conversion * End User Support
* Network & Systems Mgt - Implementation * Training
* Desktop Management * IT Change Management
* Release Management * Maintenance
* Performance Management

Enterprise Security Architecture & Management
Disaster Recovery Planning
IT Human Resources
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0318 Defining the Technology Audit Universe

GOVERNANCE, CONTROL

eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

) User Support
Data Center Operations
— e — — — — Recoverability
Information Security ‘\I\
Distributed Servers *Network & Perimeter
I :Il\)/[izltrrlifl:f;clz&Mainframe Databases :g{:zll?;gf?iicgi?lseering I / P erf ormance & Cap aClty
eInformation Privacy *Security Management
*Monitoring & Intrusion Detection *Virus Prevention =
I -Physi::al Sicurit; o -Applicationst AUdI t

Telecommunications /
Problem Management Software Management

»

> Architecture

Universe

Change Management Database Management

System Development
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e T T
r Information Security I

Uil Security Audit Universe | e o s

eDistributed & Mainframe Databases *Security Engineering I

A ®
GOVERNANCE, CONTROL

and AUDIT for INFORMATION} . . .

and RELATED TECHNOLOGY eInformation Privacy *Security Management
*Monitoring & Intrusion Detection *Virus Prevention
*Physical Security *Applications

- - I
Mainframe Security %
*0/S (0S/390)

eSecurity Systems (Top Secret / RACF)

Sub-systems (CICS, TSO, IMS DC, MQ)

Mainframe Databases (DB2, Datacom)

Distributed Server Security \

+UNIX (Solaris, AIX, HP-UX)

*Windows NT / 2000 / XP
Netware \

Distributed Database Security

Network & Perimeter Security
eFirewalls

sSubsidiary Connectivity

*3rd Party Connectivity

Remote Access Security

DB2 6000 > UPNs

*Oracle

*SQL/Server *Modem Usage

sSybase +Other Remote Access Facilities
sVendor Access

\ Monitoring & Incident Response

System Logging & Reporting

esAutomated Intrusion Detection Systems (IDS)
sVulnerability Assessment Process

eIncident Response Program

Information Privacy /

*Privacy Office Compliance Program

Virus Prevention
eAnti-Virus Program

Security Management - . .
*Policy, Standards, & Procedures Maintenance Process Securlty Englneerlng
sSecurity Awareness Program

sSecurity Metrics & Performance Reporting

Application Security

*ETS Audit Coverage
«System Development Projects

*Research & Development
sSecurity Self-Assessments

Physical Security
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U3I8 Map Audit Universe To CoBIT®

eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Infrastruciure Audit Universe Security Audit Universe
=l 2
= = H
= = g = = =1
CORIT Domains 2 B[P BT E 2l o 7 HEEER EEEE g : § g r!
= & R LR E e EE e B EENE
Level High- Level Control Ohjeciives B3| e Bl £ B8 ] E|E & JEEE g AR 5§
E B ® = E:‘ = =] & g
o o =5 =3 =3 =3 @ = =3 =3 =- @ " - g“ -
Objective
PLANNING & ORGANTZATION
PO Drefine o Strategic IT Plan £ > >
(e‘g‘ POZ) FOZ Drefine the Rdoonation Architechars > 2
FO3 Detenmite the Techtological Direction > o
PO Drefine the IT Orgarization and Relatiorchips e
FOT Mlanage the Bdoonation Technology Feestmert 2
FOb Comrornmicate Dl Adve and Direction e 2 2
FOF  [Mlanage Hinran Besomces 2 2
FOR Ehname Conplisnce wih Extermal Bequireherits 2 2 [
PR | Aecess Riske i ha oM
FOID  [Mlanage Projects x
PO [Mamage Chaality o M x M o M o M
ACLITEITION & DAPLEMENTATION
ArT Tdertifyr Sastothated Sohitons 2 2 2 2 2 2 2
4E  [Bcgaire and Maintain Spplication Software i i
AR Doquire and Mairdain Technologe Tdrasnucomre o M x M x
AR Develop atd hlafrtain Procedures M M o M M o M o x
AR Trictall and Soedit Festeans kY M B
Al Dlamaze Changes = x X X X X x X
DELIVERY & SUPPORT
PRy Drefine atd Dlanaze Service Lewels by 2 2 2 2 2 2 2 2 2
Pk Mlanaze Thind-Party Services 2 2 2 2 2 2 2
k3 Dlanagze Pedomnarc e & Capacity x oy oy b
T Ehname Cordiroons Servdice 2 2 2 2 2 2 2 2 2L
D5 [Ehome Systern Seoimity o ol o MMM x Ml
D55 (Tderdifir & Sllocate Costs M M 2L L

<

Applicable
Objectives
Noted
With ‘X’
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; i SACA ®
© Serving IT Governance Professionals

- Ensuring Consistent Coverage
IT Audit Focal Points




€8 Audit Focal Points

Infrastructure ~ Information Security
*Strategy & Structure e Access Contr?l .
Methodologies & Procedures : ° Syste:m S.ecurlty Confifgflratmn
*Measurement & Reporting * Monitoring, Vulnerability
*Tools & Technology Assessment, & Response
. * Security Management & ;
Administration HD Examiple>

Page 38
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A &
GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY]|

(Example)

Access Control

System Security

Configuration

Monitoring, Vulnerability
Assessment & Response

Security Audit Focal Points / Areas of Emphasis

Security Management
& Administration

Standards & Procedures
Standards and procedures for access control are
documented, approved, and communicated.

Account Management
Account management procedures exists and are
effective.

Password Management
Password management mechanisms are in place to
ensure that user passwords comply with Schwab
password syntax and management criteria.

User Profile Configurations
User profile configurations are defined based on job
responsibilities.

Group Profile Configurations
Group profile configurations are defined to ensure
consistent access by users performing similar job
responsibilities.

Privileged & Special User Accounts
Privileged and Special User accounts are authorized and
restricted.

Generic & Shared Accounts
Generic & Shared accounts are not used as per Schwab
standards.

Logon / Logoff Processes
Systems should be configured to lock after consecutive
invalid attempts.

System Boot Process
System boot process is configured to ensure that only
authorized security settings and system services are
initiated during the system boot / IPL process.

Remote Access
Appropriate mechanisms are in place to control and
monitor remote user access to Schwab's internal
network.

Resource Safeguards (File/Dataset &

Directory/Volume Protection)

System level security has been configured to
appropriately protect critical system resources
(files/datasets, directories/volumes, applications, etc.).

April 20, 2006

Standards
Standards for secure platform
configuration are documented, approved,
and communicated.

Configuration Management
Procedures are in place to facilitate an
effective configuration management
process for standard images, patches and
other updates. Procedures are in place
for handling exceptions for non-standard
configurations.

Procedures
Defined procedures exist to ensure that
systems are configured in compliance
with Schwab security standards. The
procedures are tested, documented and
approved by management.

System Security Parameters
Systems are configured with security
parameters consistent with corporate
standards.

System Utilities

System utilities are managed effectively.

Standards & Procedures
Formal standards and procedures for
monitoring and incident response are
documented, approved and
communicated.

Logging
Critical system and security events are
logged according to logging standards.

Reporting & Review
Reports are produced and reviewed by
management periodically.

Incident Response
Security incident response procedures
exist and are applied consistently in an
event of a security breach. Escalation
protocols have been defined.

D

(D

Security Audit Focal Points
ensure consistent coverage across audits

and allow for trending
the “‘state of security” over time.

Security Program Strategy
Overall security strategy and direction has
been established and communicated.

Security Policy & Standards
Overall security policy and standards are
documented, approved and communicated.

Procedures
Daily operational procedures have been
defined, documented and communicated to
ensure that individuals with administrative
responsibilities are able to effectively
execute standard administration
procedures.

Roles, Responsibilities, & Staffing
Roles and responsibilities have been
defined, documented and communicated to
ensure that individuals are informed of
their responsibilities.

User Education & Awareness
Awareness and education programs have
been established to ensure that users are
aware of appropriate corporate security
policy and standards.

Security Advisories & Alerts
Industry security advisories and alerts
should be closely monitored to ensure that
appropriate mitigating controls are in place
for identified vulnerabilities / exposures.

Security Administration
Responsibility for security administration
is appropriately assigned and
accountability has been established.

Environment Understanding
Gain a comprehensive understanding of
the computer-processing environment and
the relevant controls in place.

SFISACA - April Chapter Luncheon
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A, ®
GOVERNANCE, CONTROL (E I l lpl )
eand AUDIT for INFORMATION] Xa e
and RELATED TECHNOLOGY]

Access Control

Standards & Procedures
Standards and procedures for access control are
documented, approved, and communicated.

Account Management
Account management procedures exists and are
effective.

Password Management
Password management mechanisms are in place to
ensure that user passwords comply with Schwab
password syntax and management criteria.

User Profile Configurations
User profile configurations are defined based on job
responsibilities.

Group Profile Configurations
Group profile configurations are defined to ensure
consistent access by users performing similar job
responsibilities.

Privileged & Special User Accounts
Privileged and Special User accounts are authorized and
restricted.

Generic & Shared Accounts
Generic & Shared accounts are not used as per Schwab
standards.

Logon / Logoff Processes
Systems should be configured to lock after consecutive
invalid attempts.

System Boot Process
System boot process is configured to ensure that only
authorized security settings and system services are
initiated during the system boot / IPL process.

Remote Access
Appropriate mechanisms are in place to control and
monitor remote user access to Schwab's internal
network.

Resource Safeguards (File/Dataset &

Directory/Volume Protection)

System level security has been configured to
appropriately protect critical system resources
(files/datasets, directories/volumes, applications, etc.).

April 20, 2006

GOVERMNANCE, CONTROL
anef AUDIT for INFORMATION
and RELATED TEC

HNOLOGY

Detailed
Objectives

o

Record Applicable
Focal Points &
Areas of Emphasis

Ref.

COBIT Domains & Control Objectives

PLANNING & ORGANIZATION

Map Focal Points / Areas of Emphasis to COBIT®

COBIT Control

Define a Strategic IT Flan

1T as Part of the Organization's Long- and Shont-Range Plan

IT Long-Range Plan

IT Long-Range Planning, Approach & Structure

IT Long-Range Plan Changes

Short-Range Planning for the [T Function

Cotntrunication of IT Plans

Monitoring & Evaluating of IT Plans

Assessment of Existing Systems

Define the Information Architecture

Information Architecture Mode!

Corporate Data Dictionary & Data Syntax Rules

Pata Classification Scheme

Security Levels

Determine Technological Direction

Technological Infrastructure Planning

Monitor Future Trends & Regulations

Technological Infrastructure Contingency

Hardware and Software Acquisition Plans

Technology Standards

Define the IT Organization and Relationshi

IT Planning or Steering Committee

Organizational Placement of the IT Function

Review of Organizational Achievements

Roles & Responsibilities

SFISACA - April Chapter Luncheon

Page 40



—HSACA

Serving IT Governance Professionals

Mapping COBIT® to Relevant
Industry Standards, Guidelines &
Best Practices

-—)

GOVERMNANCE, CONTROL
g AUDIT for INFORMATION
and BELATED TECHNOLOGY

ITIL

IT Service Management

= rr
ﬁh‘ d d Im;-

Vendor-Specific cn/ﬂ'Ml'ﬁ
Guidance g



@031 Classifying Sources

Identify relevant industry standards, guidelines,
and best practices (classify by purpose)...

» Governance (strategic) focus versus Management
(tactical) focus.

»Process Control focus versus process Execution
focus.

»What To Do versus How To Do IT
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and RELATED TECHNOQLOGY

Control

ISOl7799

: -
I I IL Vendor-Specific
IT Service Management Guidance
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®
ol ITIL Overview IIMLE

» Information Technology Infrastructure Library (ITIL)

» Set of books detailing best practices for I'T Service
Management (the “how”)

» Originally developed by the UK government to improve
IT Service Management

» Now more globally accepted
» Currently under revision

»www.itil.co.uk
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\SONI8 I'TIL — The Most Popular Books

and AUDIT for INFORMATION
and RELATED TECHNOLOGY]|

;: Best Proctice

Service Support

i~ Best Proctice

Service Delivery

Source: 2005 COBIT User Convention

Service Support

Service Desk

Incident Management

Problem Management

Configuration Management

Change Management

Release Management

/]

Service Delivery

Service Level Management

Capacity Management

Availability Management

Service Continuity Management

Financial Management

April 20, 2006
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0318 ITIL Mapping To CoBIT®

GOVERNANCE, CONTROL
eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

ITIL
Books
- —-—-=-=-=-=-- 1 |
| |
I I _ ;
Service Service || IS T Infra Application Security Flanning te Business

I Delvery Support el Mgmt Mgmit I Perspective
I | Mgmt ervice Mgmi

|
: DS DEB I Al — Al M2 POd POg
I DS3 psg | | Al3 — A2 M3 POB

|
: D34 D310 I PO —  Ald A PO7
| CSs AlS I PO2 — PO10 FOd PO11
I |
i POS5 AlG I PO3 — PO11 ROV
L e e e e e e = | PO4 POB

POY

Source: 2005 COBIT User Convention
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ITIL Mapping To CosiT®

T @ .
GOVERNANCE, CONTROL ( d)
eand AUDIT for INFORMATION] cOntlnue
and RELATED TECHNOLOGY]|

— Service Level Mg;nt <DS1 HH m Cunﬁggraﬁun ng Dss [II]
ml Financial Mgmt éﬁ; D{: B Incident Mggﬁ DS10

—|  Availability Mgmt

— IT Continuity Mgmt Ds4 — Release Mgmt

¢
{osn]]
< ps4 || - Problem Mgmt <ns1u
- Capacity Mgmt < psa || - Change Mgmt < 1l
< <

Source: 2005 COBIT User Convention
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I8 1SO 17799 Overview

»ISO/IEC 17799:2005

Code of Practice for Information Security Management

» Established guidelines and general principles for
initiating, implementing, maintaining, and improving
information security management.

» Objectives outlined provide general guidance on the
commonly accepted goals of information security
management.

» Updated in 2005

» WWW.180.0rg
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i ISO 17799 Components

ISO 17799 contains best practices for control
objectives and controls in the following areas...

» Security Policy

» Organization of Information Security

» Asset Management

» Human Resource Security

» Physical & Environmental Security

» Communications & Operations Management
» Access Control

» Information Systems Acquisition, Development, and Maintenance
» Information Security Incident Management
» Business Continuity Management

» Compliance
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@il Aligning COBIT® , ITIL, and ISO 17799

A Management Briefing from ITGI and OGC...

»IT Governance Institute
» Office of Government Commerce.
» Useful guidance for implementing COBIT, ITIL
and ISO17799
» Useful mapping of ITIL and ISO17799 to COBIT
(3" edition)
» Available at ISACA.ORG
»Go to Downloads
®Then COBIT
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Serving IT Gov

Mapping COBIT® to Organizational

IT Policies, Standards, Guidelines &
Procedures




“I8 Policies, Standards, Guidelines & Procedures

e IT Policies Policies:

High-level statements. When there is no specific
standard to follow, policies provide general
guidance.

Standards establish a point of reference, providing
criteria that may be used to measure the accuracy
and effectiveness of procedures / mechanisms that
\_ are in place.

\%Y%
H
A < IT Standards Standards:
T

" IT Guidelines Guidelines:
Guidelines provide specific and detailed
requirements relative to implementing specific IT

H standards (i.e., p]qtform specific; function specific;
O < component specific, etc.).
W IT Procedures Procedures:

Procedures provide step-by-step instructions for
end-users and technical staff for the execution of
\_ specific I'T processes.
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Map CoBIT® To IT Policies, Standards,
e (Guldelines & Procedures

::::: 4 AUDIT for INFORMATION]
and RELATED TECHNOLOGY

— A

ou] 5 COBIT Domais IT Policies IT Standards
Objective i E.EE,E ’g%g ' ] E“égg_ NN

Lrefine a Strategic IT Plan
LIl IT as Part of the Organimation's Lowg- and Short- Rangze

High

32

PAATIIN
SIS
HIRETH
THOXAL,
ARoag T
AImoeg

™M

/

Plar

L 2| IT Long-Fange Pl M

23| IT Long-Range Plarming, Spproach & Smocture ~~l

I4| IT Lonz-Range Plan Chahzes E R I

13|  Short-Fange Planing for the IT Function E

L] Comwmamication of IT Plane E I
I 7 Mondtodng & Fralating of IT Plans I

I8 bececament of Exdcting Syrtames I JI)
P02 |Defime the Bfonnation Architecoars
2 0| Ifopmation Spchitechme hiodel

Detailed \/: P T T S ~]

2d Secul.'it_'(Lm]s _ i i A . j

Level e e 5 ml 1= Applicable g

. . 2.2 Monitor Aibme Treruds & Fegulations N N o [
Objective M Tenesime asy Objectives -

4.1 ITPL of Jeering Carnittes

k (e.g. 2. 1) P&irj De&mﬁ?@%mmmm Noted

\
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IT Audit Lifecycle




A J])

GOVERNANCE, C()NTR(
and AUDIT for INFORMATION| e AR R EE AR EEE AR EEE AR EEE AR EEEERRREEERREERERRRREE
and RELATED TECHNOLOGY H E
COBIT CoBIT Risk & Control
Manuals & i Assessment Questionnaire
Other BeSt ; Assessment. Or d By COBIT Objective:
/ Practice Material e e e e

Audit Planning Session

Work Program

CoBIT To Audit
Mapping Template

{E}Engagement
Scope

IIAD Risk Category|

%Kick-Off =
Meeting

\4
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5l Map Audit Scope To CoBIT®

A ®
GOVERNANCE, CONTROL
eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Supplemented
by other mapping
results...

Applicable COBIT Control
Ref. COBIT Domains & Control Objectives Ohjectives

(mark with "X")

Level S

— PO |Define a Strategic IT Plan

L2 TIT as Part of the Organization's Long- and Short-Range Plan \
1.2 IT Long-Range Plan \

|

S
ot
==

e

o
)
i
=
e

Objective
(e.g. POI)

1.3l IT Long-REange Planning, Approach & Structure
1.4l IT Long-Eange Plan Changes

L4 Short-Range Planning for the IT Function \ i Eﬁﬁ i? o5
L6 Communication of IT Plans \ LRk
L7 Momtoring & Evaluating of IT Plans \
1.8 Aszessment of Existing Systems \

P02 |Define the Information Architecture \
2.1 Information Architecture Model \

pZ / 2.2 Corporate Data Dictionary & Data Syntax Eules

K Detailed \/ 23| Data Classification Scheme Applicableﬁ

2.4 Security Levels

——

1§

3l
ik

i i 4o

L l PQO3 |Determine Te.chnological Direction . Objectives
eve 31| Technological Infrastructure Planning
Ob . . 22| Monitor Future Trends & Regulations Noted In :
JeCtlve 3.3 Technological Infrastructure Contingency o
(e 2 1) 34| Hardware and Software Acquisition Plans ThlS :
K ‘g‘ O j 3.5 Technology Standards
P4 |Define the IT Organization and Relationships \ COIumn /

T 1T 1 1

4.1 IT Planning or Steering Committee

4.2  Organizational Placement of the IT Function
4.5 Eeview of Organizational Achievements
4.4] Eoles & Responsibilities
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Using CoB1T® Framework To Tie It All Together...

GOVERNANCE, CONTROL
and AUDIT for INFORMATION]
and RELATED TECHNOLOGY]|

Audit Scope Memo Defined CoBIT Risk & Control Work
Assessment Questionnaire  Program

TO: Senior Clist Ifmagzer
Asesmont Questionire Organized B COBIT Objctie:
TROMN: Lead dnditnr
I ot PO it e 4, 55, 17 | Overall iaturky Rating <t Radng e
DATE: February 4, 2005 i . i
SUBJECT: 2002 vk Beeurity Loy urtre A Jit o)

Oty oy Tt
R e e o

- i s et s
e e R ———

The Fdemal foxdit Departmerit (LAT ) and Edommation Seomity Sermices (155 ) pill participate ha ot asseccmerd of
senry practices duplace toproted XFE Comparey s rwtarorh irdmetnachre from extemal threats associsted weith Tberret
ad 3™ pary netrork camedivity, This rewienrwill begin ot Febmaary 18, 2003, ad will cortinge thomagh hme 2005,

B “.m:’.w"w_*w.. e

R nie

The primary propose of this assesemerd is to obtain aoxderstarding ofthe policies, procedures, wd tools assodatedarity

seamivg the netwotk rffastnadime. The omerall objectire ofthe reriew i to idertify majorrisks and evabite ndusher Wﬂ‘@‘“"“ e 5 j;:’.f““”“""
sufficiert mechamdsms and tashs wre pluce to mitizte fhose ribe. LAD and 155 will assessthe netmrodrseomiy iy -

st gy
AR i o

Irfrastnachmre by folloads gidelives md priveple tha are et forth ithe CoanT (Cordrol Ohjediwes for
arud Belated Techrwology ) fmmenmor . A detailed remienr of Coan Twdllbe provided inthe Kide- Of Meeting
el of Febmaary 17, 2003 .

The COBIT Cortrol Chjectimes applicable to fhis rewieyr o lnde:

» D55 Ereare Syctems Seomity
D551 Mimage Seamiy Meanmes
D25 2 Tertification, Jothertication mmd Soces

D554 User Acommt

Tifmazemerit
D55 5 Ifwrazemert Berienr of Teer Accozis
D357 Senmy Surreillace
D25 .10 Violation and Security Actiwity Reports
Hmdling

05511 hddert
2512 Reacedidation,
DEs20 F‘]rmm]l.l‘\rd'd.ecmrs and Corvwctiore writh Public Hetands

LRGSR SR

Joint Risk Assessment

<Insert Assessment Name Here>

+ D39 2 Corfiguration Baseline
’ -

Reportto Management

< T i RS
piree ey ey
Pt i T e spein, 225555

fan—
S Compens
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CoBIT® Control Assessment Questionnaire

A
GOVERNANCE, CONT!
eand AUDIT for INFORMATION]

— Overall Maturity Rating for each
Questionnaire is used during joint work High-Level Control Objective
One Table For Each sessions held with clients to complete a joint assigned based on results of
High-Level CoBiT risk assessment of the area under review. Joint assessments of each
Objective Included In Scope Detailed Control Objective.

Ned By COBIT Ohjective: \ /

High-levei Control Objective: <High-level Chiedtive 1 (follow CobiT orger. PO fist, then Al D5, M= | Overall Maturity Rating: <Fasert Maﬁngﬂgm:»

Drefivitiy = COBIT Iawgemert Definiin of High Larel Ohjedre tabet from the page b harszemert Goidelies bod lawbthe miing defiuiones —begie with “Cortrol arerthe ITpmoess | with the e goal of .=
Detmiled Condol Ohjectives Maturity Aszsessend Cruestions Chent Responses &
Rating Assessnwent Resulis

EXANMPLE: Ratkg Hems | 1. Desobe misbor access Tequmemerts, detsitrg dadification, escort
ard mokorkyg of sitewktors .
Visiber Escord . ..
o s T s 2. Irabghepttorecordthe wiry ad et of each wisitor to fhe se?
eclives Spedific orngany Tedmodogy frea Under Revew:
Visiors should e property idertified prir to beirg acoirded acces to 3. Areviskor poorided with electmbis acces badges? Koo, please

L — the ste desirie arry controk Telarwitto Tetmd ¥ acces: to POOGTite
. areas offtue faciliy, atd terminstiveg wocess .

‘iﬁsim'sm iitical areas ofthe site (fose amastha hoose itical

comprter ard vt hardamme, mikatoming, amens At wre hardnere ad 4. Arevickor access polides and procedmes doomerdt ed?

sofirare ca e oopio Ded, d e imrmertal catml ad mordtoring

XYZ Company areas Jehontid e eecorted and mandtored by an ypropriate IT
TepTeSrtaire, ]

Specific Control e e e et

0 0 Telatedto admittdzwidtors tothe ste.

Objectlves Vistor accassprocednes dhould detadl regriremerts for azhariztian of

wriry ;d apenr kim.

Applicalle COEIT 00 efirve:
DELL 3 Wisitor Beooat
7 Appoopmiate pmcedmes aretobe nplm:e aaing fhat irdimidals aho

are ruot members of thee ITfimtiords operatiors Zroap ame ecoorted by a
member of that grp “I:mmeynmste:ﬂm'&m compater facdlies . A
wiiors bigshonld bekept ad rarimred regalaty.

/ =Narue of COBIT Debailed Dbjective- | b |1 ssemet getioeEn |\ | \
T by e ey kel CosIT Maturity Preplanned Client’s Response

<Tuckde HVE Comparey specific dojectines huere=

One CoBIT At COEIT Objecive Rating (0-5) Assessment &

<Hiamber ad name of COBIT objedire

Control Objective | Tectissamidin s tynsm b assigned based on Questions Assessment Results | |
Per Row Joint Assessment

| s

April 20, 2006 SF ISACA - April Chapter Luncheon Page 58



and RELATED TECHNOLOGY
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COBIT® Based Audit Report Strategic Focal Point Table

(continued) (one row for each high-level
iy objective included in scope)

and RELATED TECHNOLOGY
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CoBIT® Based Audit Report

(continued)

and RELATED TECHNOLOGY

ILLUETRATIVE KX MELE L ¥ (Fot Tepresartative of a Teal erarirament )
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—HSACA

Serving IT Gov

- Using COBIT® to Establish
IT Risk & Control Measurement




L9018 Analysis of Audit & Key Technology Metrics

Goal is to proactively monitor audit results and IT

metrics on an ongoing basis to focus the scope of
audits on high-risk processes and tasks where

performance indicators indicate potential
problems.

Results of metric analysis is presented to client
management on a periodic basis via management
reports. The analysis indicates any changes to the

audit scope planned for upcoming audlits.

Page 63
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3l CoBIT® Measurement Repository

A ®
GOVERNANCE, CONTROL
eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY
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Trending Audit Results
Over Time...

April 20, 2006 SF ISACA - April Chapter Luncheon Page 64



5l Periodic Management Reports

GOVERNANCE, CONTROL
eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Audit Results Metrics

IAD Focal Point Methodology Scorecard

e
1
Infrastructure Audits Security Audits .
l (refer to lide 6) l (refer toside 7) ' OVERALL
:
g | g | T
g
70% 3 -
60% ,? ,
E £ e
. ! ;
XYZ Company 1
y Fl
a8

Internal Audit Departinent (I4D)

1
1
105 1 L.
I [Ei ]
0 | h
ol Q3 Q4 VID Prior Q1 @2 03 Q4 YID Prior T
005 Your I 2002 W 1
e e e e e e == 4
pr—
I 4- Managed
vt

2 Repratable
“u

mooEm0

Report to IT Management s

Audit Results Analysis of
& Key Technology Metrics

Analy SiS Of Key TeChnOIogy Metrlcs Example of Metric Analysis To Include In QAR

(Illustration Only)

processes are successful on average 75% of the time. Less then 1% of
appropriately recorded changes resulted in problems or outages...

For the Quarter Ended gt 25

II[ Although target rates have not been achieved, change management

80.00%] G Caused Problem
Techndlooy 70.00% 8 Caused Outage
Hanagemert
anagene 60.00%] u Cancelied
Scorecard) 50.00% 8 Unstatused
’ 40.00%]
2 30.00%]
20,0097 Failed & Backed Out
2000%) O caused problem

= Cancelled

= Unstatused

@ @ e

Internal Audit Observations: 2w 02 202
> Change management processes appear to be consistently applied with only minor variances in volume.

> Large percentage (~20%) of “unstarused” tickets indicates process adherence issues. True results cannot accurately
be determined; therefore, additional management scrutiny is appropriate for the “unstatused” items.

> Trend for tickets with implementation problems is increasing - additional analysis to ascertain root cause of the
increase in this activity would be appropriate. Root cause may rest with testing and validation processes.

May 20,2003 2003 North America CACS Conference Slide 77
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Example of Audit Result Metrics

mwesms) ([llustration Only)

and RELATED TECHNOLOGY

@

m—————————

|
Infrastructure Audits Security Audits OVERALL
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Legend:
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Yl Continuous Monitoring / Auditing
s Ongoing Measurement / Ongoing Dialogue

Auditors monitor key indicators for mission
critical technology functions on an ongoing basis...

Traditional Audit Approach ||- Ongoing Monitoring Of Indicators

[ :‘ Expectation A | Ongoing Measurement |

»

Reality

t1 t2 Time

Control Environment

Control Environment

- \
0
e
= | =
[
[
=
-
<
y
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| Continuous Monitoring / Auditing
serans Ongoing Measurement / Ongoing Dialogue

and RELATED TECHNOLOGY]|

Traditional Audit Approach

(Audit rotation schedule based on annual risk assessment of function)

I :‘ Expectation

Control Environment

Reality

t1 t2 Time

“Point-In-Time”’ Audit — Challenges

e Evaluation of risk and control is as of a point in time.

e Audit reporting is reflective of results as of a point in time.

e Audit scope may be influenced by prior results.

e If an audit of the function has not been completed for a long time, there may be a
learning curve.
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| Continuous Monitoring / Auditing
serans Ongoing Measurement / Ongoing Dialogue

and RELATED TECHNOLOGY]|

Ongoing Monitoring Of Risk Indicators

(Gaining Efficiencies Through Focus On High Risk Indicators)

| Ongoing Measurement |

s

Control Environment

Reality

tl 2 Time -

Benefits of Ongoing Monitoring

e Periodic (e.g., quarterly) readout of assessment results for technology management.

* Ongoing dialogue regarding areas of significant or increasing risk.

» IAD focuses the scope of individual audits on known risk factors ultimately leading
to audit efficiencies which may result in less time impact on client personnel.
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] Information Security:
g i Measuring P erf Oormance (illustration only)

The Security Officer consistently performs both internal and external
vulnerability scans on a monthly basis. The majority of vulnerabilities
identified are low risk...

Internal Vulnerability Scans External Vulnerability Scans
1000- 3000-
900
800 2500-\
700 O Low Risk 2000+ O Low Risk
600 Vulnerabilities Vulnerabilities
500- O Medium Risk 1500 O Medium Risk
4001 Vulnerabilities Vulnerabilities
3001 @ High Risk 1000+ @ High Risk
2001 Vulnerabilities Vulnerabilities
500
100
0-

Q1, 2002 Q2, 2002 YTD

Slight increase in high risk vulnerabilities

.
ottt
.
-,
.,
.

.
‘e

Observations:

> .An increase in internal vulnerabilities occurred from Q1 to Q2. The increase is explained due to new system
patches checked for by the vulnerability scanner that have not been applied to the XYZ company servers.
Technology management appropriately applies patches only after the patches have been tested and certified.

> .A decrease in external vulnerabilities was noted from Q1 to Q2. These results demonstrate that a significant
number of Q1 vulnerabilities have been resolved.
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Change Management:
Measur mg Per f Ormance (illustration only)

A ®
GOVERNANCE, CONTROL
eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Although target rates have not been achieved, change management
processes are successful on average 75% of the time. Less then 1% of
appropriately recorded changes resulted in problems or outages...

100.00%- =
Target Rate ==ssssssss ) Successful
0 90.00%o- O Failed & Backed Out
97% 80.00%o Caused ble
(Source: . O Caused Problem
Technology 70.00%0 @ Caused Outage
Management 60.00%- O Cancelled
Balanced
Scorecard) 50.00%: B Unstatused
40.00%o-
30.00%
25.00% -
20;()’09/; ~o O Failed & Backed Out
10.00% S, 20-00%+ O Caused Problem
',0.00%: ) .
. Q1, 2002 Q2, 2002 Q3, 2002 YTD - 15.00% @ Caused Outage
Te<l SN 10.00% I Cancelled

5.00% 4

@ Unstatused

0.00%
Q1, Q2, Q3, YTD
2002 2002 2002

----------------------

.
ws®
......
..........

» Trend for tickets with implementation problems is increasing - additional analysis to ascertain root cause of the
increase 1in this activity would be appropriate. Root cause may rest with testing and validation processes.
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SACA

Serving IT Governance Professionals

Summary & Wrap-Up

GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY




0318 Benefits Realized...

GOVERNANCE, CONTROL
eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

» IT management partners with Internal Audit throughout the audit life cycle,
including input into the audit schedule and scope.

» IT management becomes conversant in risk, control, and audit concepts.

» Relationships transformed into partnerships by jointly assessing control
procedures.

» Audit Report streamlined...concise report supported by detailed
questionnaire.

» Audit approach is methodical and is consistent with industry standards / best
practices as well as I'T Governance practices implemented throughout the
company’s technology organization.

» Meaningful reporting for senior IT management.
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il Templates & Additional Resources

 Templates (www.sfisaca.org/resources/downloads.htm)

 IT Governance Implementation Guide (wWww.isaca.org)

* IT Control Practice Statements (www.isaca.org)

* Questionnaire for IT Control Practice Statements (www.isaca.org)

 IT Control Objectives for Sarbanes-Oxley (www.isaca.org)

 COBIT Security Baseline (www.isaca.org)
o ITIL (www.itil.co.uk)
¢ ISO (WwWW.is0.0rg)

e SO 17799 Related Information (www.iso-17799.com/)
e COBIT Case Studies

(available at www.itgi.org/ and www.isaca.org)
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GOVERNANCE, CONTROL [
eand AUDIT for INFORMATION]
and RELATED TECHNOLOGY

Lance M. Turcato, CISA, CISM, CPA

Deputy City Auditor — Information Technology
City of Phoenix
Email: lance.turcato@phoenix.gov

Phone: 602-262-4714

(

City of Phoenix
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